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Modern security performance depends on more than manpower and technology — it relies on the

Abstract

connective structure that enables them to work together.

Operational Cohesion: Designing the Connective Structure that Unites People, Process and Technology
explores how multi-site organisations can transform contract security from a cost function into a
coordinated performance system.

Drawing on Matryx Consulting’s established methodology, developed through years of sector
experience, this paper examines how contracts, governance processes and frontline operations
collectively form the operational middleware — the connective structure — that unites security
officers, technology and oversight into one cohesive ecosystem. The result is measurable risk
reduction, stronger assurance, and enduring stakeholder confidence.
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Across Australia’s government and commercial sectors, the procurement and management of contract security

1 Executive Summary

personnel have never been more critical. As our priorities shift from the protection of assets to safeguarding
people, security officers need to stand as frontline representatives of safety and public trust. Their quality,
conduct and consistency ultimately determine how effectively organisations protect their people, property
and reputations.

In most environments, the elements of security operate in parallel rather than in partnership. Security officers
do their thing — patrolling, responding and engaging. CCTV, intrusion and access control systems do theirs —
monitoring, recording and controlling. Each component is typically procured through separate processes and
delivered by different vendors, each pursuing its own commercial priorities. As a result, much of the advice
provided to clients is vendor-driven — shaped by what individual suppliers sell rather than by what the
organisation truly needs to build a cohesive security ecosystem. With little coordination or communication
between vendors, and only basic instruction for officer use, these elements rarely interact as an integrated
whole. The outcome is a fragmented security function where budget is wasted, intelligence underutilised and
neither human nor technological capability reaches its full potential.

That fragmentation is reinforced at the structural level — in how security services are sourced, contracted, and
governed. Too often, procurement processes reduce this critical function to a transactional exchange: a set of
hours supplied at the lowest possible rate. This approach erodes capability, weakens supervision, and
disconnects performance from purpose. When contracts are built solely around inputs, not outcomes, they
inevitably fail to deliver what matters most: safer spaces, confident communities, and resilient operations.

To address this, Matryx Consulting advocates a deliberate shift — from cost-based procurement to outcome-
based governance.

Security should always be applied where the risk is; therefore, contract structures should reflect the level,
nature, and variability of that risk. The objective is not simply to comply with procurement rules, but to design
an operational ecosystem where officers are equipped, supported, and accountable for results that have real
impact for the procurer of the services.

Within this model, the intent is to establish the connective structure — the operational architecture that
unites governance, technology and people into one cohesive system. In digital terms, it functions like
middleware — but here, the integration is human and organisational, not software. Drawing on Matryx
Consulting’s established methodology, developed through years of sector experience, this paper outlines how
contracts, governance processes and frontline operations can together form that connective structure,
creating a cohesive ecosystem that delivers measurable risk reduction, operational assurance and lasting
stakeholder confidence.

This paper presents a practical model that integrates infrastructure, systems, governance and people to create
measurable value. It provides actionable steps for reforming contract design, embedding performance-based
management and building accountability throughout the lifecycle of security services.

Done well, security officer procurement delivers far more than coverage. It delivers assurance — that the right
people are in the right place, performing with purpose, under governance that ensures every dollar spent
contributes to genuine risk reduction and safer environments.
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Security services occupy a unique position in the operational fabric of state agencies, local government,

2 Context: The Evolving Security Landscape

commercial property, shopping centres, and infrastructure networks. Security personnel are both protectors
and ambassadors — visible to the public yet accountable to complex governance frameworks.

Over the past decade, several forces have reshaped this landscape:
« Rising complexity of risk: Aggression toward frontline staff and the associated occupational violence,
opportunistic crime now intersects with digital vulnerabilities and community expectations of
transparency and greater influence.

« Economic pressures: The national shortage of quality, licensed officers, increased wage competition, and
the cost of training and supervision have placed significant strain on the traditional “guard hours” model.

« Higher expectations of accountability: Public and private asset owners alike are expected to demonstrate
how their procurement decisions safeguard staff, community members, and business interests.

o Regulatory and ethical evolution: Legislative obligations under the BCA, WHS, and Privacy Act (APP11)
reinforce that governance and data handling are integral to modern security management.

The cumulative effect is a call for a new model — one that defines performance by outcomes rather than
inputs. Contract retention becomes linked to evidence of improved security and safety, amenity, and
achievement of agreed milestones.

Security, once viewed as a controllable expense, should be recognised as an enabler of operational resilience
and public trust. Maintaining amenity should be at the forefront of what security delivers.

Addressing these pressures requires an operational layer that connects people, governance, and technology —
the middleware that ensures every part of the security system works toward shared outcomes.
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Despite progress in contract governance, many security procurements still suffer from structural weaknesses

3 The Problem with Current Procurement Practices

that undermine safety outcomes. There is a missing link between contract language, officer deployment logic,
and measurable community or organisational outcomes.

At the heart of these issues is a missing connective structure — the contractual and operational middleware
that aligns what is procured with how performance is measured and supported in practice. It ties people to
systems to ensure optimal performance.

3.1 Lowest-Price Bias

Tenders that prioritise hourly rates over capability incentivise providers to minimise supervision, reduce
training, and rotate staff to the detriment of the client. The result is fragile service continuity and a workforce
disengaged from the client’s mission.

3.2 Little Differentiation

It’s harder than ever to differentiate between providers because of a lack of innovation in delivery. This forces
organisations to become price-focussed because that in many cases may be the only point of difference. This is
underlined by the fact that even in a contract change, the only thing that may actually be different is the
uniforms worn.

3.3 Misaligned KPIs

Contracts often measure attendance, roster adherence, and incident counts — metrics that do not capture
actual risk reduction or service value. Without linking KPIs to outcomes such as fewer incidents or improved
tenant satisfaction, performance reporting becomes procedural rather than meaningful. Incident reporting can
also be manipulated because it is often the responsibility of the security provider and they can choose what is
reported.

3.4 Fragmented Accountability

Procurement teams, contract managers, and site stakeholders frequently operate in isolation. Procurement
drives price, operations manage delivery, and governance reviews compliance — with limited shared
ownership of outcomes.

3.5 Inadequate Risk Logic

Many contracts are not aligned to the current risk environment. A single contract template may be used for
high-risk and low-risk sites alike, producing both overservicing and critical underservicing in some
circumstances. Procurement can also be based on last known state or historical levels of service. Risk is
considered far less than it should be.

3.6 Compliance Fatigue
Excessive focus on paperwork and certification displaces genuine engagement with frontline performance.
Compliance, while necessary, must not counter capability.

Collectively, these issues sustain a cycle of reactive service, short contract lifespans, and constant retendering,
eroding value for both the client and providers. It often means that service delivery never actually improves —
its just more of the same but with a different name and logo.
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4 Security by Design: The Matryx Procurement Framework

Matryx Consulting’s Security by Design framework is built on a simple premise: Security must be applied
where the risk is to be effective.

This framework provides a structured method to align resources, governance, and human factors with the
actual security needs of an asset and the preferred outcomes of the organisation. It is logical in its approach
and simple to implement once resources are in place.

4.1 The Four Disciplines of Operational Cohesion
Delivering measurable improvement from contract security requires structure, not chance.

These four interconnected disciplines form the operational middleware that links intent, governance and
performance — ensuring contract security functions operate with purpose, accountability and consistency

across every site.

DISCIPLINE 1

DEFINE THE PURPOSE

Define the purpose by agreeing
on success criteria and key
outcomes through a strategy
workshop focused on why
contract security personnel are
used in your environment.

BUSINESS OUTCOME
The organisation understands
exactly why it engages contract
security and the value,
performance and risk reduction
outcomes that should result.

DISCIPLINE 3

DETAIL THE SCOPE

Detail the scope through a

series of reference materials
that support procurement and
the ongoing management and
governance of the security
program.

BUSINESS OUTCOME
The organisation maintains
structured documentation
explaining why and how security
is delivered, providing continuity
and clarity across multiple sites.

DISCIPLINE 2

ESTABLISH ROLES AND
RESPONSIBILITIES

Establish roles and

responsibilities of both internal
and external stakeholders
including SLAs and KPIs linked to
business-driven outcomes.

BUSINESS OUTCOME
Contract owners and organisation
leaders responsible for achieving
security outcomes are clearly
identified, documented and
empowered.

DISCIPLINE 4

ONGOING MEASUREMENT
AND GOVERNANCE

Ongoing measurement and

governance define the success
of the security program and
drive continuous improvement.

BUSINESS OUTCOME
The organisation develops
enhanced capability and culture
enabling high performance,
accountability and sustained
improvement of its security.
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This framework forms the contractual and operational middleware that binds people, process, and technology
into a single system of assurance.

4.2 Procurement Logic Model
The Matryx logic model ensures that procurement follows a disciplined pathway:

« Risk Identification: Determine the specific operational risks through security risk assessments and formal
risk management frameworks such as Security Risk Management Plans (SRMP).

« Service Definition: Translate risk findings into role definitions, coverage patterns, inter-system operability
and performance expectations.

o KPI Mapping: Establish clear indicators of success — reduction in aggression, improved stakeholder
satisfaction, timely incident response, reduced organisational risk.

« Evaluation and Award: Assess tenders based on capability, supervision structure, and culture fit — not
price alone.

o Governance and Continuous Review: Implement monthly meetings and quarterly performance reviews,
incident audits, and annual revalidation of risk logic.

4.3 Integration with Broader Governance
The framework aligns with recognised standards of contract management, privacy (APP11), and continuous
improvement under both public and private procurement principles.

Each contract becomes a living instrument — reviewed, adjusted, and improved as risks and security needs of
the organisation evolve.
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Procurement establishes the foundation; contract management sustains its integrity. Best practice requires

5 Implementing Best Practice Contract Management

structure, measurement, and accountability across the contract lifecycle.

5.1 Pre-Award Diligence
Before engagement, clients should validate that providers demonstrate:
e Clear supervision and escalation structures.
o Pre-deployment induction and training programs.
« Fit for purpose operational documentation.
« Proven incident management and reporting capability.
o Arecord of ethical compliance and workforce stability.
e An ability to value-add through innovation.
« An ability and willingness to achieve the goals of the organisation.

The focus should be on how the provider will reduce organisational risk and their methodology for service
delivery.

5.2 Mobilisation Phase
The first 90 days define success. Matryx recommends:
« Joint induction and site familiarisation sessions.
« Confirmation of SOPs and duress/incident response procedures.
« Establishment of KPI baselines and reporting templates.
« Transparent communication channels between provider, client, and governance team.

If the deployment is established correctly from the outset, it will give all involved the best chance of success.

5.3 Performance Monitoring
Effective management depends on reliable data. Monthly reporting should include:
« Incident trends by category and location.
o KPI compliance rates.
« Officer turnover, training status, and welfare indicators.
 Audit findings and corrective actions.
o Opportunities for improvement.
« Performance against goals and success indicators.

These measures convert routine reporting into genuine performance insight.

5.4 Continuous Improvement
Contracts should include an annual review mechanism that:
o Re-evaluates risk against emerging threats.
o Adjusts service levels and KPlIs accordingly.
o Captures lessons learnt from incidents and client feedback.

This continuous review process maintains the integrity of the middleware — the governance and operational
connections that sustain performance across all sites.
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Demonstrating value is essential to sustaining investment in security services. The Matryx model measures

return not merely in cost savings but in risk reduction and improved assurance.

These results illustrate how a connected system — built on clear contracts, governance processes and
technology integration — delivers the benefits of an effective middleware approach.

6.1 Comparative Example

Traditional Contract

Matryx Model

Basis of Procurement Hourly rate and static coverage

Supervision Minimal, reactive

Performance Indicators = Hours worked, incidents reported

Officer Retention High turnover

Long-term Value

Frequent retenders, variable
service

6.2 Measurable Outcomes
Implementing outcome-based procurement can deliver:

~20% reduction in recurring incidents.

Improved officer retention and morale.

Stronger community and stakeholder confidence.
Lower total cost of risk through prevention and stability.
Improved site amenity and customer satisfaction.
Proactive, predictabl@pplication of security.

Risk-based coverage and outcome-linked
KPIs.

Structured, with defined accountability lines.

Incidents prevented, response quality, client
satisfaction, fewer LTls.

Stable workforce through culture and
welfare alignment, training and site
familiarity.

Sustained performance, lower lifecycle cost,
longer contract cycles.

These are not hypothetical benefits — they are the measurable results that can be achieved when

governance, systems, and people are aligned to organisational goals.
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7 Future Outlook

The evolution of security contracting is accelerating toward intelligence-driven oversight.

Within the next five years, organisations should expect:
« Data integration: Real-time dashboards combining patrol logs, incident data, and other inputs such as
CCTV analytics for ‘risk-at-a-glance” reporting.

« Predictive insight: Intelligence-led tools to forecast risk patterns and optimise resource deployment and

expenditure.

« Workforce accountability: Transparent tracking of qualifications, training, and welfare indicators.
« Ethical procurement: Broader evaluation of social value, diversity, and community impact within contract
scoring.

Matryx anticipates a model in which procurement, operations, and governance are digitally connected
through a defined middleware layer — allowing decision-makers to visualise how every contracted hour
contributes to reduced organisational risk.

Operational Cohesion - A White Paper by Matryx Consulting© 11| Page



8 Implementation Framework

1.

DEFINE THE PURPOSE
Clarify why security exists in the organisation and what it must achieve.

“Before assessing systems, workflows or vendor performance, it is essential to understand the organisation’s
purpose for security and the outcomes it expects security to deliver. This ensures that all later decisions are anchored

in business value rather than activity, legacy practice or vendor-driven solutions.”

What to do:
« ldentify the organisation’s primary reasons for having security (safety, amenity, compliance, assurance, loss

prevention, reputation, operational resilience).

« Define the outcomes that matter most for the business, staff and community.

« Clarify who security is intended to protect and support.

« Determine the organisation’s risk tolerance (limited, balanced or enhanced).

« Understand constraints that shape the operating environment (budget, resourcing, political settings, existing
commitments).

Outcome:
A clear and agreed purpose that frames all analysis, design and decision-making.

2.
ESTABLISH THE OPERATING REALITY

Map the current environment, vendors, workflows, and organisational objectives.

“You can’t design connective structure until you know what you’re connecting.”

What to do:
« Map the current security environment (officers, systems, contracts, governance, reporting lines).

« |dentify all vendors and what they actually deliver (not what they say they deliver).
« Document workflows: who responds to what, who sees what, how information moves.
« Clarify organisational objectives and pain points.

Outcome:
You know the real world constraints, not the imagined ones.

3.

ASSESS FRAGMENTATION AND STRUCTURAL GAPS
Identify duplication, gaps, misaligned incentives, and lack of coordination.

“This is where you diagnose what’s broken.”

What to do:
« Look for duplication of effort between officers and technology.

« Identify gaps in communication between vendors.

« Look for misaligned incentives (contractors rewarded for hours, not outcomes).
« Identify systems that don’t talk to each other.

« Look for lack of a common operating picture.

« ldentify governance gaps (no owner, no accountability structure).

Outcome:
A clear map of where integration fails today.
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DEFINE THE TARGET OPERATING MODEL
Design future state roles, processes, technology and governance.

“This is the ‘what good looks like” step.”

What to do:
Design the future across:

People (roles, competencies, supervision, escalation).
Process (SOPs, workflows, response methodology, information flow).

« Technology (CCTV, access control, analytics, comms, dashboards).
« Governance (contracts, KPIs, reporting cadence, oversight structure).

Outcome:
A coherent vision that shows how each element plays its part in one system.

o1

BUILD THE CONNECTIVE ARCHITECTURE
Create unified workflows, communication pathways, and data flows.

“This is the practical middleware layer — the missing middle.”

What to do:

Unified workflows that link officers 2 systems & management.

Shared situational awareness (dashboards, reporting framework, alerts).
Standardised response protocols.

A communication spine (who talks to who, how, and when).

Data pathways (what information is collected, by whom, and where it goes).

Outcome:
A “single way of working” independent of vendor.

2y

ALIGN CONTRACTS AND VENDOR ECOSYSTEM
Shift to outcome-based contracts and align KPIs across vendors.

“Middleware collapses if commercial settings work against it.”

What to do:
« Shift contracts from input-based to outcome-based.

« Create shared KPIs across officer services and electronic security.
» Remove vendor incentives that drive siloed behaviour.
« Standardise performance measures and reporting requirements.

Outcome:
Vendors no longer pull the organisation in different directions.
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IMPLEMENT GOVERNANCE AND ASSURANCE

Define ownership, assurance cycles, and continuous improvement mechanisms.

“This step embeds your connective structure so it survives over time.”

What to do:
« Defined ownership (who holds the security function together).
« Assurance cycles (testing, audits, exercises, performance reviews).
« Continuous improvement loops.
« Feedback channels from officers, contractors, and management.

Outcome:
The system stays aligned, not just “launched”.

2

ENABLE PEOPLE AND CULTURE
Train, coach, and embed role clarity and communication expectations.

“Middleware works only if humans use it.”

What to do:
« Hands-on training, not eLearning tick-boxes.

« Clear expectations and role boundaries.
« Coaching for supervisors.
« A culture that values reporting, communication, and incident quality.

Outcome:
People understand the system and how their role fits within it.

©

DEPLOY TECHNOLOGY AS A TOOL, NOT THE DRIVER
Rationalise and integrate systems to support the desired workflows.

“Technology should follow risk and workflow, not lead it.”

What to do:
- Rationalise systems.

« Fill technical gaps identified in earlier steps.

 Integrate or connect data where needed.

« Remove redundant tools.

« Build dashboards or reporting views tied to the operating model.

Outcome:
Technology finally supports the way you want security to function.
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10.
EMBED MEASUREMENT AND OUTCOMES

Define measurable outcomes and establish feedback loops.

“This is where cohesion turns into evidence.”

What to do:
« Define what “safe, confident, resilient” looks like in measurable terms.

« Create KPIs for people, processes and technology.
« Define how insights feed decisions (resourcing, technology, governance).

Outcome:
The system becomes self-correcting.

1.
DEPLOY AND REFINE THE MODEL

Roll out the model, manage change, and review performance after implementation.

“The final step is deployment, NOT the first.”

What to do:
» Staged onboarding across sites or regions.

« Change management and communication.
« Transition management (if replacing incumbents).
« Post-implementation review after 90 days.

Outcome:
A fully functioning, integrated security ecosystem.
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Security officer procurement is no longer a transactional activity; it is a governance decision with direct

9 Conclusion and Call to Action

implications for safety, reputation, and financial stewardship.

Organisations that embed risk-aligned, outcome-based procurement frameworks will deliver superior results
— not only in safety performance but also in operational confidence and value for money.

By deliberately designing and maintaining the contractual and operational middleware that links people,
process and technology, organisations can ensure security is always where the risk is — and that every
component of the system performs together as one

Matryx Consulting is ready to support public and private clients in redesigning their procurement models,
benchmarking contract performance, and implementing governance systems that ensure security is always
where the risk is.

Security by Design, People at Heart.
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Matryx Consulting is an Australian security advisory firm specialising in physical and operational security
design and engineering, risk management, and governance frameworks. Our work spans local and state

10 About Matryx Consulting

government, critical infrastructure, REIT’s and property groups.

We combine deep technical expertise with an empathetic approach that recognises people as the centre of

every security decision.

Our expertise lies in building the connective systems — the middleware — that translate security intent into

consistent, measurable performance.

Through proprietary frameworks and practical tools, Matryx helps clients embed Security by Design —
ensuring that safety, accountability, and value are delivered where they matter most.
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